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What is 
MedicatConnect?
EHR (Electronic Health Record) software for 
educational institutions

Allows for messaging between on-campus 
healthcare providers and clients

Stores immunization records, insurance info, 
and healthcare invoices

MedicatConnect serves 
over 440 colleges and 
protects the data of more 
than 4.25 million 
students.



It does 
protect the 
data, right?
MedicatConnect lauds 
the security of its 
software.
As it should, since it’s 
dealing with highly 
sensitive information.



Tufts uses MedicatConnect



We are VERY secure!



Lesson One:
SSL is not the be-all, end-all, of 
security

1.



Here is a list of 
my 
statements 
from Health 
Services



Here’s the source code



A closer 
look

Yellow

Is the color of gold, butter 
and ripe lemons. In the 
spectrum of visible light, 
yellow is found between 
green and orange.

Blue

Is the colour of the clear 
sky and the deep sea. It is 
located between violet 
and green on the optical 
spectrum.

walkout.aspx?id=NUMBER

Interesting...



Medicat uses the ASP.NET 
framework

.aspx files contain scripts that are 
processed on the server, and the 
resulting HTML is rendered in 
browser

What can we infer 
from this code?

Statements all have IDs

The ID field is likely used as a 
parameter when walkout.aspx runs 
server-side, so the proper fields are 
populated in the walkout 
statement



Wait, what’s a 
walkout 
statement 
exactly?

It details what care you received at 
Health Services or Counseling and 
Mental Health Services, and how 
much it costs

Doctor’s 
name

My address

Address of Health 
Services or CMHS

My diagnoses

A lil more info
$



THIS DATA 
SHOULD BE 
PROTECTED
To have it exposed would be a violation 
of HIPAA and FERPA



Spoilers:
It wasn’t.



Exploit Details
▪ Used ‘inspect element’ to view source code
▪ Modified one digit of my walkout statement ID
▪ Opened link
▪ It was someone else’s walkout statement
Yes, that was it.



Lesson Two:
It is absolutely ****-ing terrifying to 
find yourself staring at someone else’s 
data.

2.



Evil Exploit in 3 
Easy Steps

Script that 
requests pages

Generate IDs 
000000 
through 
999999

Download all 
statements



What are we 
dealing with?
Broken Access Control (leading to information exposure)
CWE-284: Improper Access Control

▪ Access control involves:
□ Authentication (proving the identity of an actor)
□ Authorization (ensuring that a given actor can access a resource)
□ Accountability (tracking of activities) (source: cwe.mitre.org)
□ Medicat failed on authentication and authorization, and maybe accountability

CWE-639: Authorization Bypass Through User-Controlled Keys

▪ User can access another user’s data by modifying the access keys



The Response
▪ Reached out to Ming immediately, who forwarded it to 

Lorna (Tufts Information Security)
▪ The next day, Megan & Donna (from the CS Main Office) 

pushed us to contact Tufts General Counsel
▪ They reached out to Medicat, who fixed it in <1 week
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The Fix
▪ If you try to access an ID you should not have access to, 

you get auto-logged out
▪ Medicat says this vulnerability was never leveraged 

according to their logs
□ But how strong do we know their accountability is?



It’s super easy to be cynical 
about this

Medicat boasts about their security 
and their certs, but failed on basic 
access control. What other 
systems are like this? (lots)

Final Thoughts

Basic access control is a constant 
issue

It consistently makes the OWASP 
Top 10.

(I think) People want to fix things

I was very pleased that Tufts Legal 
Counsel, Tufts Information 
Security, Tufts Health Services, and 
Medicat rapidly took the steps 
needed to fix things.

Having allies & mentors make all 
the difference

Thanks Ming!


